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* Risk profiling - Identification of risk on the backdrop of berceived threats tq information
asset and vulnerabih’ty associated with information asset

® Assessing the risk

® All the Company assets like IT infrastructure, Information storeq In the organization,

consultants, suppliers, vendors etc.)

L3 POLICY sTATRMENTS

1,3.1 PROCESS




®*  When new systems are implemented, or applications are developed or acquired,

*  When criticg] business brocesses & procedures are changed & which may impact on

information security.

*  When major changes are made to IT infrastructure,

Methodology:

LIMITED.

The Risk Assessment Evaluation:

* Consider IT Asset Classification from [T Asset Management Policy to Identify valuation
of IT Assets.
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set group will have multiple risk values
based on threat/vulnerability pairs mapped to existing control strengths,

* Necessary controls are used towards a Risk Treatment plan.
* Any residual risks above baseline levels after Risk Treatment need to be formally
accepted by the SUNRISE GILTS & SECURITIES PRIVATE LIMITEDsenior management,

‘1.4 IDENTIFICATION & VALUATION OF ASSETS

1.4.1 ASSET IDENTIFICAT[ON U S

categories of assets accordance with asset management process.

* AllIT assets shall be identified by SUNRISE GILTS & SECURITIES PRIVATE LIMITED and
an asset inventory shal] be maintained by IT Security.

* IT assets shall be organized under categories mentioned in IT Asset Management policy.

® AllIT assets shall be mapped with specific owners at different level of management in
SUNRISE GILTS & SECURITIES PRIVATE LIMITED.

® IT Assets can be grouped for conducting IT risk assessments. It may not be practical or
useful to perform IT risk assessment for individual assets in aj] cases.

* IT risk assessment sha]] attempt to optimize effort by using a combination of baseline
approach for asset groups and detailed IT risk analysis for critical assets.

* Grouping 6f assets for the purpose of IT risk assessment shal] use the following criteria:
© Grouped assets shall have the same asset value in terms of criticality and sensitivity
o Grouped assets shall have similar threat profiles. This means that similar threats,

vulnerabilities and controls are applicable

o The overal] functionality of the grouped assets is similar

© Grouped assets shall belong to same asset owners,

The asset valuation methodology is as below:
w




The value of an asset is based on the impact to SUNRISE GILTS & SECURITIES PRIVATE
LIMITEDIf the asset suffers from loss of confidentiality, integrity, or availability. Six dimensions

shall be considered to evaluate the potential impact on SUNRISE GILTS & SECURITIES PRIVATE
LIMITED, and thus derive the value of the asset:

* Customers affected

e (ritical systems affected
* Financial loss

® Brand and reputation

* Proprietary information

* Regulatory implication

For each asset, “What is the extent of damage along these six dimensions if the asset is

compromised in Confidentiality, Integrity, or Availability?” is to be determined.

1.4.2  ASSET CLASSIFICATION

AL IT assets of SUNRISE GILTS & SECURITIES PRIVATE LIMITED shall be classified by the
Asset Owners as per Asset Management Policy based on their sensitivity and impact to
business operations. SUNRISE GILTS & SECURITIES PRIVATE LIMITED classifies assets as
one of the following:

© High - impact that may stall the business

o Medium - impact that may affect the business

o Low - impact that has no significant effect on the business
All assets of SUNRISE GILTS & SECURITIES PRIVATE LIMITED shall be valued by the Asset
Owners based on the business Impact on the loss of Confidentiality (C), Integrity () and
Availability (A) in terms of High, Medium and Low.

o Confidentiality - business Impact as a result of disclosure of the asset

© Integrity - business impact as a result of modification of the asset

o Availability - business Impact as a result of failure of the asset

The designated asset owner shall review and revise the classification given to an asset
based on changes in business requirements.
Asset register for IT risk assessment along with valuation shall be maintained by the

Technology Officer.
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valued using the following scale.

Unlikely = 1
Could happen = g
Very Likely = 3

impact on the asset if the threat were to materialize, Impact of threat op asset (CIA) is valued
using the following scale:

Low = 1
Medium = 2
High | = 3
Very High = 4

harm to these assets,

The vulnerability identification should identify the weaknesses related to the assets by
considering the following:
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* Physical environment
* Personnel and administration procedures and controls

* Hardware, software or tommunication equipment and facilities

Vulnerabilities are Categorized into Low (1), Medium (2), High (3), and Very High (4) based on
the levels of vulnerability in the assets

©  Low - The possibility of the vulnerability being exploited is very less
© Medium - The vulnerability might be exploited
© High - The vulnerability can be easily exploited

© VeryHigh - The vulnerability  cap be  very easily  exploited

_— —
1.4.6 IDENTIFICATION & VALUATION OF CONTROL STRENGTH

The "Control Strength" is calculated from "Nature of Contro]" and "Type of Implementation",
A numerical value is assigned to the Type of Implementation:
Manual = 1
Automated = 2

A numerical valye is assigned to the Nature of Control:

Awareness = 1
Recovery = 2
Detection/Deterrent = 3
Preventive = 4

The control strength value is calculated using the following formula:
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The Risk Value is calculated using the following formulas baseq on the existing controls
availability:

* RiskValue = Risk Score / Contro] strength - If existing controls are available,

* RiskValue = Risk Score / (1 + Contro] strength) - If there are no existing controls.

Risk Ownership

Overall ownership of risk shall remain with Asset owners shall,

* Assume ownership of risk pertaining to their asset.

* Be accountable to ensure that appropriate controls, commensurate with the security

managed.

1.4.8 INITIAL BASE LEVEL FOR ACCEPTABLE RISK VALUES & PRIORITIZATION
OF RISK

Risk Treatment requires a baseline for prioritizing and treating risks. The baseline level
indicates the acceptable values of risk. Risk values within the baseline leve] may be accepted.

Risk values above this level require treatment based on the priority.
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Priority of risk would be defined as following:

Threat Value

ulnerabilit Value

treated due to various factors such as lack of resources, mitigation cost exceeds benefit, etc.

These need to be separately accepted at their higher risk values and signed off by the
Technology Officer.

The above shows the 8 as the baseline level, Risk values above this level are by default non-

acceptable unless formally accepted by management.
Justification for choosing a Baseline leve] of 8

10
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To calculate the baseline value;

¢ The maximum risk score is 64.

® An acceptable baseline leve] of 10% would ensure that 90% of the Identified risks are

puton a treatment plan.

® Thus, the baseline leve] of 8 is chosen above which the risks shall be treated, and

éxceptions need to be formally signed off,

® The Technology Officer may decide to further decrease the baseline leve] jn subsequent

Mmanagement reviews.

I 1489 RISk TREATMENT / RISK ACCEPTANCE b

availability, Identification of the appropriate security controls as per the IS027001 is necessary

before the implementation.

adopted to mitigate the IT risk:

O Transfer Risk
o Tolerate (Accept) Risk
0 Treat the Risk

© Terminate the Risk

When evaluating the levels of acceptable risk In managing a Specific risk, the Technology

Officer should consider the following issyes:

® Location - The location determines the probable risks from accidental damage, e.g. from

fire, contamination or floods,

* Existing Security - Physical, logical and bersonnel security measuyres already in place.

® Awareness on information security across organization.,

14




* Number of security weaknesseg — The higher the number of Security weaknesses, the
higher the risk of €Xposure/penetration,

* Facilities available — The more Sophisticated the facilities available to a malicious user,

the higher are the probability of exploiting the Security weaknesses,

® Business continuity planning - The ability of existing business continuity measures to
deal with an event,

financial, environmental, technological, cultural, time-scale o other reasons, then risk is

accepted and business eéxception is taken for the same. These points should be reviewed on 3

regular basis to ensure the decision remains valid.

’ 1.4.10 MONITORING AND REVIEW

* Having identified the risks and determined g plan of remedia] action, it is essential that
assurance regarding the effectiveness of the action is obtained.
* All responsible risk owners will provide periodica] updates, to the Technology Officer

regarding the progress made in reducing/removing risks. This information will be used
to update the Risk Register.,

1.4.11 RESPONSIBILITIES
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any significant changes are made to the departments.

may result in changes to process Ownership. Handover of responsibilities includes acceptance

of the risk assessment procedyre and understanding of the risk in the process or function,
The new and émerging risk wil] pe identified in the following manner-

1. Based on inputs and feedback obtained by the Technology Officer from the process

personne] or through other means
2. During the internal or external audits

3. Based on inputs from the management

Identified risks from the Risk Assessment should be extracted and condensed to form 3 unique
list of residyal risks that whep addressed woulg bring down the risk levels to acceptable

values.
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